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The use and intensive implementation of information and communication 

technologies in all spheres of public life has significantly increased the dependence 

of society, each individual on the reliability of the functioning of the information 

infrastructure, the authenticity of the information used, its protection from 

unauthorized modification, as well as illegal access to it. Modern man, his everyday 

life have become increasingly dependent on mass communication. Information 

technologies as a real social resource for human adaptation to life have become 

actively used to manipulate consciousness. Methods of information management of 

people have become widespread. The formation of "subordination" of consciousness 

to the ideas promoted by the mass media is taking place, which makes a person open 

and defenseless against manipulative technologies. 

Such rapid progress in information and communication technologies brings 

not only new opportunities, but also a number of threats that can disrupt the stability 

of people's lives. One of such threats is information warfare. This leads to an increase 

in the interest of experts and scientists in the topic and issue of information warfare, 

especially in today's conditions. 

Information warfare is also seen as a technology that opens up new 

opportunities for political confrontation. 

The concept of "information warfare" first appeared in documents of the US 

Department of Defense in 1990. It was from this moment that the study of this 

phenomenon began. All researchers of the concept of "information warfare" can be 

conditionally divided into three main groups. 

One group of researchers, who prefers a socio-communicative approach, 

understands information warfare as separate information measures, information 

methods and means of corporate competition, interstate confrontation, armed 

struggle, and communication technologies of influence on mass consciousness [4]. 

Another group of scientists, which mainly includes representatives of 

military departments, refers information warfare to the sphere of military 

confrontation and considers it as a complex joint use of forces and means of 

information and armed struggle (military-applied approach). This approach raises 

objections from some scientists who believe that the term "information warfare" in 

relation to modern information methods of warfare is not entirely adequate and it 

would be more correct to call this type of military action information warfare, 
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considering it as an information component of combat operations. 

According to the third group of researchers, information warfare is a 

phenomenon of the peaceful period of interstate confrontation, which allows solving 

foreign policy tasks by non-forceful methods in the traditional sense [1, p. 289]. 

The essence and basis of information warfare is the ability to manipulate the 

audience. There are various technologies for this influence, but the main tool is 

information messages transmitted through communication channels. The 

effectiveness of such messages determines their potential for manipulation and the 

degree of influence on the audience. Therefore, one of the most important tasks for 

the subject of information warfare is the ability to encode messages distributed 

during the information warfare period. 

In the political sphere, this phenomenon is associated with the intention to 

discredit the real state of affairs in a certain country in order to emphasize to the 

world community the limited opportunities to overcome existing threats to the 

political structure of that country. 

In the economic sphere, measures are actively being taken to weaken the 

economy in a particular country, aimed at causing various problems by using 

discriminatory methods in the field of trade and economic relations, blocking studied 

exchanges and contacts. 

In the field of the spiritual world, lies, slander, and agitation of people are 

used, aimed at changing the political system, influencing the sphere of theoretical 

consciousness (ideology, political concepts, certain social principles) and the sphere 

of everyday consciousness [2, pp. 99-100]. 

In the conditions of information wars, the objects of destruction become the 

value orientations of society, the national mentality, the social ideal. One of the main 

instruments of destructive information influence is the mass media. 

The development of technologies that increase the information and 

ideological vulnerability of the political system causes a corresponding reaction of 

states and transnational structures, which, using all available methods - both legal 

and hardware and software - are trying to strengthen control over these technologies. 

As a result, a kind of system of "general surveillance, management of the 

consciousness and behavior of both a specific individual and social groups and entire 

nations is being built, which prepares the foundation for the activation of neo-

totalitarian political processes in the coming decades. Computer technologies open 

up new opportunities for control over society [1]. 

Information weapons are capable of effectively influencing both the psyche 

and consciousness of people, and the information and technical infrastructure of 

society and the army. Currently, many new means of influencing the psyche of 

people and controlling their behavior have been created. 

Thus, the analysis of theoretical and methodological approaches to the study 

of information warfare reveals two main directions that have become established in 

modern scientific literature. The first approach considers information warfare 

through its impact on mass consciousness, manipulative capabilities and the 

psychological impact of information messages. The second approach is aimed at 

considering information warfare as an autonomous system in modern society, using 
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the technical and mathematical apparatus of concepts. 

Information warfare involves the disruption, damage, and modification of 

information resources and people's knowledge about themselves and the world 

around them, and influences public opinion and elite opinion, diplomatic measures, 

propaganda and psychological campaigns, subversive actions in the field of culture 

and politics, and disinformation. Information warfare is currently the most 

promising way to "continue politics by other means." Information warfare can 

rightfully be interpreted as a component of information warfare [5, p. 66]. 

With the development of technical capabilities, the variety of methods of 

information warfare increases: from "first-generation information warfare", which 

was considered an extension of classical radio-electronic warfare methods, to "third-

generation information warfare", where attention is paid to operations based on 

influential effects. It is such operations based on effects that become the basis for 

the implementation of foreign policy by developed states in the information age. 
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