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Peuenzenru:

[Manbuuncbka Map’sHa BikropiBHa — gokTOop (diocoPchkux Hayk,
npodecop, 3aBigyBau Kadeapu CoOlaIbHO-TYMaHITapHUX Hayk Jlep>kaBHOTo
YHIBEPCUTETY IHTENEKTYaIbHUX TEXHOJIOT1H Ta 3B SI3KY.

OpJaenko Ipuna MukoJsaiBHa - n1okrop ¢iunocodii, 3aBiayBauka OnecbKoro
00JJaCHOTO PECypCHOro IEHTPY MiATPUMKH 1HKII03UBHOI ocBiTH K3BO «Opechka
akazieMist 0e3nepepBHOi ocBITU» O1echbKO1 00JaCHOT paju.

30ipHuk MatepiamB [HTepHeT-KOH(epeHwii 3700yBaylB BHUIIOI OCBITH 1
Mojoaux ydeHux «OcBiTa Ta corfiaiizailis OCOOMCTOCTI» BMIIlye€ MaTepialiu, SIKl
TOCIIKYIOTh OCBITY XXI| CTOMITTA, 1HHOBALIi Ta MEPCIEKTUBUA PO3BUTKY; CTaH Ta
npo0sjemMu peopMyBaHHS CUCTEMHU YKPaiHCBKOI OCBITH; (110c0(il0 OCBITH HEpen
BUKJIMKAMU CY4YaCHOCTI1; MOJIOJIb B OCBITHROMY IIPOCTOPi: MEXaHI3MH coIliajizaili Ta
camopearizallii; ColiaJibHy aJamnTaiild OCOOMCTOCTI B YMOBaX CYyCHUIbHUX
TpaHchopMaIliii; IIHHICHI OpPIEHTUPU Ta KYyJbTYpPHI TPAKTUKH OCOOHCTOCTI B
YKpaiHCBKOMY CYCIIUIBCTBI Ta PO3TISJAIOTHCS JEBiallli Ta CYCHUIbHI PyXd Y
COIIAIBHOMY TMPOCTOpl cy4dacHoi YKpaiHu. PexomeHgoBaHO mJii HAYKOBIIIB,
nearoris, JOKTOPaHTIB, aCMipaHTIB, 3/100yBayiB OCBITH.

VYXBaJIeHO 10 IPYKY Ta PO3MOBCIO)KEHHS MEPEKEI0 IHTEPHET BUEHOIO P00
HepxxaBHoro  3aknany  «lliBmeHHOyKpaiHChKMII — Jep>KaBHUM  TeAaroriyHuin
yniBepcuteT iMeHi K. JI. Yimncbkoro», nporokoin Ne 17 Big 27 uepBus 2024 p.
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nepe/aBaHHs JaHUX Ta PI3HOMAHITHI MPOLEAYyPH, Y3TOJKEHI Ta 3acTOCOBaHI
OpraHi3allisiMu, skl IPaIflol0Th Y BIAMOBIIHIN TaTy31).

besnepedno, JrOACTBO e BIEpe., aue e CKOpilie pyX BiJ TUTHHCTBA JIO
IOHAIITBA, BiJ IOHAITBa - 10 3putocTi. Lle cXomKeHHs HE M0 Kpamoro, a Ao
CKJIQJIHIIIIOTO: 1I€ HOBI TPYJIHOIII, HOBa BIJAMOBIIAJBHICTh, 3aroCTPEHHS 1
HEOOXITHICTh MOI0JaHHS HOBUX, OLJTBII CEPHO3HUX TIPOOITIEM.

CyuacHa ¢inocodis mocTaBuiIa MUTAHHS JIOAUHHU 1 KyJIbTypU JIy:Ke OJIM3BKO.
Tak sk mpobieMu JTOIWHU 1 KyJIBTYPH Iy>K€ TICHO TOB'SI3aHI B TMOBCSAKICHHOMY
KHUTTI, Y BCIX cepax JIOACHKOI MISAIBHOCTI, MEPII 3a BCE B TaKid BaXKIUBIN 1
HeoOXiHIi cdepl AISUIBHOCTI JIOAMHHU SK cdepa IiHHOcTedH. OT YoMy cydacHe
CYCIIJIBCTBO MPHUILISE BEIUKY YBary BUBUCHHIO €THKHU, €CTETUKHU, TpaBa 1 AP KaBH,
penirii 1 HayKd, aHTPOIOJOTii, eTHorpadii, MCUXO0JOrii, IeJaroriky, JITepaTypH i
MUCTELTBA.
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THE MAIN RISKS OF CYBERSOCIALIZATION OF MODERN THE
YOUTH

The broad process of involving modern youth in Internet communication
strengthens the trends of cyber socialization, which allows scientists to consider it as
a new type of personality socialization. At the same time, with the acceleration of the
process of virtualization of society, the interest of scientists in the issues of positive
and negative consequences of this phenomenon, its risks, especially among young
people, is growing. This is determined, on the one hand, by the high degree of
participation of teenagers and young people in cyber communication and, on the
other hand, by their lower tolerance to manipulative influences from the Internet, and
the ease of unwanted deformations of identity, compared to adults.

Despite a significant layer of positive aspects (the parity of the virtual and real
social "["; the ability to create one's own social virtual planes, namely, autonomous
subcultures in virtual space without physical barriers that can produce examples of
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socially approved behavior; assistance in distance learning; ensuring the safe use of
the Internet and the prevention of cyber-addiction, etc.), most scientists identify a
number of negative consequences that affect the process of socialization of the
individual. Thus, A. Yablonsky proposes to consider the model of cyber socialization
of the personality as a unity of four human hypostases: object and subject of cyber
socialization, victims of cyber socialization (negative consequences), victims of
unfavorable conditions of cyber socialization (dangers of cyberspace and their
sources) [10, p. 204].

At the same time, O. Maletska notes that the situation can be complicated if the
user of the virtual space is not satisfied with something in real life, which leads to an
increase in the time of activity in the virtual space, and as a result, to the formation of
the illusion of the possibility of replacing the surrounding world with cyberspace [4 ,
with. 75]. Therefore, a number of other Ukrainian researchers (A. Bezhevets [1], K.
Muzychenko [5], O. Nemesh [6], N. Potemkina [7], T. Shugurova [9]) note not just
the loss of communication with reality, the border between the real and virtual worlds
Is erased, the skills of productive communication with others fade, and as a result, a
hostile, negative attitude towards others is formed. Moreover, N. Potemkina notes
that the most marked features are manifested precisely among the youth, which is due
to psycho-age characteristics and adaptation possibilities of this age, since it is young
people who best perceive and assimilate new information and easily adapt to all
technical innovations. In the absence of real social experience, young people can
become victims of fraud and cyberbullying; be influenced by people who promote
deviant behavior; be involved in illegal activities [7, p. 276].

It is about the fact that Internet communication often negatively affects both the
psycho-functional state of young people and their relationships with friends, family
and others [2, p. 6]. Despite the fact that the Internet gives young people access to
useful content (for example, online libraries, film libraries, etc.), its spaces are full of
useless or low-quality information, as well as information of a manipulative and
destructive nature. Some of the resources that contain unacceptable content (from the
point of view of legislation, security and human rights) are blocked at the level of
state regulators.

Regarding the latter, K. Varivoda states the fact that social networks are a
fruitful and very convenient basis for fraud and other illegal acts committed in a
fraudulent manner. Recently, such criminal acts as "identity theft" have become
widespread, which is understood as the illegal removal or use of a person's personal
data for the purpose of illegal financial gain or other illegal acts [2, p. 13].

Particularly serious threats related to communications in cyberspace are attempts
to attract young people to suicidal online communities, which have become more
frequent in recent years. The consciousness of a young person who becomes a
member of such a group and practices risky or suicidal actions obeys the game
algorithm and is not fully in the world of reality, being partially transgressed into
virtual reality. The means of solving this serious problem should be not only
measures to strengthen control over network content, but also the introduction into
practice of anti-suicidal cyber technologies of a gaming nature and format, which
allow young people to experience vivid experiences in the process of playing, to
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realize the needs for risk, novelty and thrills, but at the same time they set a positive
vector of personal development, actualization of creative potential. Based on this, Yu.
Chaplinska singles out eighteen risks that have a psychological basis and can be
embodied both at the individual level and at the global level that accompany it,
including the phenomenon of "false life", cybercrime, parasociality and simulacrum,
the threat to human life from artificial intelligence [8, p. 172].

Thus, the processes of cyber socialization of young people today take place in
the open information space, on the Internet, which creates additional dangers of
involving young people in activities dangerous for physical and mental health.
Increasing the time spent in cyberspace leads to isolation, loss of social contacts and
friends, irritation during live communication, loss of language and non-verbal
communication skills, failure to fulfill one's own duties, etc. However, in this case, it
should be taken into account that such a threat of social maladjustment of young
people occurs only in those cases when it turns out to be incapable of adequate self-
regulation and self-control when using cyber resources, and also does not have
sufficient resistance to provocations by aggressive members of online communities.
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