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The objective of the given article is to consider gossip and Kademlia protocols,
evaluate effectiveness of a P2P system based on a simplified gossip protocol and
suggest an upgrade that can be achieved by adding Kademlia’s advantages. The
Internet, and all similar networks, ask for large-scale, reliable, distributed application
builders one of which is gossip, making our article highly topical.

P2P, or peer-to-peer, refers to a computer network commonly used for sharing
digital media files. Kademlia, an early implementation of the distributed hash-table
(DHT), incorporates the XOR-based metric for constructing the network's topology
[1]. This protocol organizes participating nodes into a binary tree-like structure known
as the routing table. Thanks to XOR metric, Kademlia offers efficient lookup
operations to find the node responsible for a specific key or retrieve stored data.
Kademlia ensures that a lookup operation will locate either the correct node or the
closest node to the target key within a logarithmic number of steps, making it highly
scalable.

Gossip serves as a distributed communication protocol utilized for propagating
updates or disseminating information across a network of nodes. The fundamental
concept behind the gossip algorithm involves each node in the network randomly
selecting a few other nodes and engaging in information exchange with them. This
shared information encompasses updates, messages, or any data that requires
propagation throughout the network. The receiving nodes then further distribute the
received information, and this iterative process continues.

Each node can exist in one of two states: susceptible (S) — the node is unaware of
the update, and infected (1) — the node is aware of the update and actively spreading it.
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These states are specific to a particular update. If there are multiple concurrent updates,
a node can be infected with one update while remaining susceptible to another update,
and so on [2].
The algorithm that implements gossip in the SI model is shown below. It is
formulated in an asynchronous message passing style.
loop
wait (A)
P <« random peer
if push and in state I then
send update to p
end if
if pull then
send update-request to p
end if
end loop
The active thread is executed once in each A time units. We will consider the
propagation speed of the update as a function of the number of nodes N. Let s, denote

the proportion of susceptible nodes at the time of introducing the update at one node.
Clearly, s, = (N;D. Let s; denote the proportion of susceptible nodes at the end of the
t-th cycle; that is, at time tA. We can calculate the expectation of s; + 1 as a function
of s;, provided that the peer selected in line 3 is chosen independently at each node and

independently of past decisions as well. In this case, we calculate expectation

1)N(1—st)

E(s;+1)=s; (1 - ~ s~ (1750

where s; represents the fraction of vulnerable nodes at step t, N(1 — s;) represents
. 1 .
the number of nodes that are infected at step ¢, 1 — ~ Tepresents the probability that an

infected node will not infect a vulnerable node. This term assumes that each infected
node has a constant probability of not infecting a vulnerable node during each
interaction.

There are various variants of implementing the gossip protocol. The essential
requirement is that the aggregate can be computed through fixed-size pairwise
information exchanges, typically concluding after a logarithmic number of rounds of
information exchange relative to the system size. Kademlia can be employed in
conjunction with aggregation to address other types of problems using gossip and
enhance existing gossip protocols through the utilization of the XOR metric. In
Kademlia, nodes are arranged in a list according to proximity, enabling the use of nodes
in a gossip overlay from a sorted list based on node ID or another attribute in
logarithmic time using aggregation-style information exchanges [1].
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In this article we have considered Kademlia and Gossip protocols, their work
schemes, advantages and disadvantages. We have also suggested that Kademlia can be
integrated into Gossip to make it more optimized and robust.

References

1. Maymounkov P., Eres D. Kademlia: A Peer-to-peer Information System Based on
the XOR Metric. Lecture Notes in Computer Science. 2002. Ne 2429. pp 53-65.
DOI:10.1007/3-540-45748-8 5.

2. Jelasity, Mark & Montresor, Alberto & Babaoglu, Ozalp. (2005). Gossip-Based
Aggregation in Large Dynamic Networks. ACM Transactions on Computer
Systems. 23. pp. 219-252. DOI:10.1145/1082469.1082470.

IHd)OPMAHIfIHA CUCTEMA OPFAHBAI_[Ii XAPYYBAHHSA
Bopowunin A. O., [llubaesa H. O.
Hamionanpauit yHiBepcuteT «OiechbKa MOTITEXHIKa)

AmHoTaris.

B npaniii Te31 po3NOBIAAETHCA MPO MPOOJIEMH CY4aCHOIO CYCHUIBCTBA , SIKI
MOB’sI3aH1 3 TEMOI0 XapyyBaHHA. Skl mpoOIeMH MOXe BHUPINIUTH OHJIAWH CepBic
Xap4yyBaHHs, HOTO MepeBaru Ta NOBEPXHEBO PO3IIISTHYTUN (HYHKIIIOHAI.

Knrouosi cnosa: inopmarriiina cucreMa, XxapuyBaHHs, 37I0POB’ 5.

3 PO3BUTKOM TEXHOJIOT1i, MOSIB1 HOBHX I1OCAJI Ta 3MIHAX Y JIOACHKOMY CYCH1IbCTBI
MIOCTalOTh HOBI MPOOJIEMH, SIKI MOTPEOYIOTh HETAHOTO BUPIIIICHHS.

®di3uyHe 370pOB’s JIOJEH 3a OCTaHHI IISITHAAUATH POKIB MOTIPIIMIOCH Ta IIf
TEeHJICHIIisl OyJie TPUBATH, SIKIIO HE pOOUTU 3MIHM y BJIACHOMY KUTTi. Yepes Te 110
3’BUJIOCH OaraTto HOBUX MOCAJ, K1 MOTPEOYIOTH BiJl IpalliBHUKA YBECh pOOOUNi ICHb
CUITH Ha OJHOMY MICIl Ta HU3bKa (Di3WYHA AKTUBHICTH HE B POOOYMII Yac MOXKe
NPU3BOAUTHU 10 HaOUpaHHS 3aiiBOi Baru. 3 4acom, 1€ MPU3BOAMUTH J0 3aXBOPIOBaHb,
Akl OyIyTh 3aBaaTW JIIOAWHI K (I3MYHO TaKk 1 MOpajbHO, 00 B HEl MOXYTb
PO3BUBATUCH KOMILJIEKCH CTOCOBHO CBOTO Tijia[ 1].

Po3po0Oka iHpopmaliiiiHoi cucTeMH BUPIIILYE TakKl MPoOIeMHu:

— MO>KJIMBICTh KOHTPOIIOBATH PIBEHb KAJIOPid B JEHb.

— 3natHicTh 00upatu noTpidHy ixky Ha ocHOoBl KBXXB.

— 3HaxoauTH 1js ce0e 310pOBY Ta MOKUBHY 1KY 32 CMaKkoM

— Jli3HaBaTUCh PO HOBI MUIAXU 70 HaOOpy Macu abo ii 3MeHIIeHHsI[2].

OcHoBHa npobJiemMaTHKa € B TOMY 1[0 MU HAaclpaB/i HE 3HAEMO , 1110 € KOPUCHUM
Ta CKUJIBKM LBOrO MOTPIOHO icTH JIOAMHI Ha JeHb. [HQopmaris, sika Moxe OyTH
Ipe/CTaBlIeHa B IHTEPHETI MOXe OyTH HE MpaBauBOIO a00 BBOAUTU B OMaHy. Takox,
B JIEAKUX JIOJIEH MOXXYTh PO3XOAMTHUCH TOYKH 30pY CTOCOBHO TOTO YH IHIIOTO
IPOAYKTY 1 6€3 TOUHUX OIIHOK BUEHUX, sIKI POOMIIA JOCIIIA Ta AI3HAIMCH KIJIBKICTh
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