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MECHANISMS OF INFORMATION INFLUENCE ON POLITICAL 

DECISION-MAKING IN THE CONTEXT OF DIGITALIZATION AND 

HYBRID THREATS 

 

Contemporary political space is undergoing a profound transformation 

associated with the transition to a digital model of societal functioning, within which 

information becomes a key resource of political interaction. If in classical models of 

political science the central place was occupied by institutions, formal procedures, and 

legal-normative mechanisms, today increasing importance is attributed to information 

environments that shape the contexts of decision-making. Political processes are 

becoming less determined by linear causal relationships and increasingly dependent on 

complex information flows operating within digital networks. In this context, a new 

quality of political reality is emerging, in which the boundary between information, 

interpretation, and influence becomes increasingly blurred. 

In the context of such transformation, the concept of soft power, proposed by 

Joseph Nye, acquires particular importance, as he views modern political power as the 

ability to shape the preferences of other actors through the attractiveness of ideas, 

values, and narratives rather than through direct coercion [2]. Within the digital 

environment, this concept gains a new meaning, as mechanisms of influence are 

increasingly mediated by platforms, algorithms, and network communication 
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structures. Thus, political influence shifts from the sphere of institutional coercion to 

the sphere of cognitive and informational construction of reality. 

Further digitalization of the political sphere leads to a radical transformation of 

communication processes, within which information flows become fragmented, 

personalized, and algorithmically governed. As Thomas Rid emphasizes, 

contemporary information and cyber conflicts cannot be considered traditional forms 

of war, as they lack clear temporal or spatial structure and function as a permanent state 

of strategic interaction in the digital environment [3]. In such conditions, political 

reality ceases to be unified and instead breaks down into multiple informational 

contours, each forming its own interpretation of events and political processes. 

In this context, the development of artificial intelligence technologies, 

particularly generative language models capable of producing high-quality political 

content at a scale previously unattainable for traditional actors, becomes especially 

significant [1]. Such technologies not only accelerate information production processes 

but also change the very nature of political communication, as they enable targeted 

influence on different social groups through adaptive narratives. As a result, 

information influence acquires the characteristics of an automated, scalable, and 

cognitively targeted process. 

A separate dimension of contemporary transformations is the growing role of 

algorithmically driven digital platforms that function as mediators in shaping political 

reality [4]. They not only transmit information but actively structure it by determining 

visibility, prioritization, and dissemination of content. This means that political 

processes increasingly depend on the logic of digital platforms, which effectively 

become new centers of information power distribution. 

In such conditions, information influence becomes a systemic factor in the 

transformation of political decision-making, affecting both state and supranational 

levels. Political decision-making increasingly depends on the ability of actors to 

navigate information overload, algorithmic content selection, and cognitive 

competition of meanings. At the same time, new challenges emerge related to 

disinformation, manipulative information campaigns, and asymmetries in access to 

informational resources. 

In conclusion, information influences under conditions of digitalization and 

hybrid threats become one of the key factors transforming modern political systems. 

They change not only communication mechanisms between state and society but also 

the very logic of political governance, in which the informational component acquires 

strategic significance. Under these conditions, the ability of the state to ensure 

information security, counter algorithmic influences, and maintain a resilient 
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information environment becomes a critically important prerequisite for political 

stability and effective governance. 
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