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ETHICAL ISSUES AND RISKS OF FORMING A DIGITAL UNIVERSITY

The digital transformation of university education is one of the key trends in the modern educational space, opening up new
opportunities to improve the quality of the learning process, expand access to education, and develop the digital competencies of
students and teachers. At the same time, the process of digitalization is accompanied by a number of ethical challenges related
to threats to academic autonomy, digital inequality, personal data protection, risks of losing traditional university values, and
changes in the role of a teacher in the learning process. These aspects require detailed analysis and development of effective
mechanisms for regulating. The aim of the research is to analyze the ethical risks that accompany the process of digital trans-
formation of the university and to identify possible ways to minimize them in the context of digitalization of higher education.
To achieve this aim, the methods of systematic and comparative analysis were used, which allowed us to identify the main ethi-
cal challenges of the digital university. Theoretical analysis of the literature helped to identify key issues of digital education,
including academic integrity, digital communication, the impact of digital technologies on the quality of education, and the
ethics of using artificial intelligence in the learning process. The methods of descriptive analysis are also used to summarize
the features of the impact of digital technologies on the university educational environment. The results of the research show
that the digital university, being an innovative model of educational space, requires a balanced approach to the implementation
of digital technologies. Particular attention should be paid to the protection of personal data, ensuring the academic freedom
of teachers and students, and the ethical use of artificial intelligence in the educational process. To minimize ethical risks, it is
proposed to implement specialized training courses in digital ethics, strengthen mechanisms for regulating the use of digital
technologies in the learning process, and develop ethical codes for the digital university.
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Introduction and the current state of the research
problem. Digital transformation of university education is
an important condition for its development and adaptation
to the requirements of the digital society and economy. The
concept of a “digital university” is considered by modern
science as an innovative model of a higher education insti-
tution that ensures the creation of a single digital educa-
tional environment aimed at implementing the principles
of accessibility, continuity, and inclusiveness of education.
At the same time, the digitalization of the university, in
addition to its obvious advantages, causes numerous ethi-
cal risks that require separate reflection and systematic
analysis.

Modern researchers, in particular A. Kozhyna and
S.M. Yahodzynskyi, note that the key factors in the emer-
gence of digital universities are the active spread of digi-
tal tools and artificial intelligence, which significantly
change educational processes, creating new opportunities
and at the same time generating new challenges, primar-
ily of an ethical nature (Kozhyna, 2025; SlronzuHcbkuii,
2015). However, B. Williamson emphasizes that excessive
dependence on digital technologies can lead to the loss of

traditional university values, such as academic freedom,
humanistic orientation of education, and lively dialogue
between teachers and students (Williamson et al., 2020).

Thus, despite the numerous advantages of digitaliza-
tion, this trend requires careful study from the standpoint
of its ethical implications, which determines the relevance
and scientific novelty of this research.

Aim and tasks. The aim of the research is to analyze
the ethical risks related to the formation of a digital univer-
sity model and to identify ways to minimize them in the
context of digitalization of higher education.

The main tasks of the research are as follows:

— highlighting the ethical issues of digital moderniza-
tion of the university educational process;

— identification of risks caused by the digital transfor-
mation of university management processes;

— determining ways to minimize ethical risks in the
activities of teachers in the digital educational environ-
ment.

Research methods. The article uses the methods
of systematic and comparative analysis to identify the
essence and features of ethical issues that accompany
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the digitalization of universities. The theoretical method
of comparative analysis was applied, which consisted in
comparing the results obtained with the data of Ukrainian
and foreign researches, allowing to determine the specifics
of ethical challenges in the digital university.

Moreover, to analyze the theoretical aspects of the
education digitalization, the descriptive method was used,
which allowed to summarize and detail the features of the
impact of digital technologies on the university educa-
tional environment, as well as the method of a systematic
analysis, which allowed to identify and describe the main
ethical risks that arise in the process of higher education
digitalization.

The organization of research included an analysis of
the modern scientific literature, as well as a generalization
of empirical data presented in previous publications. The
qualitative characteristics of the research are represented
by the analysis of scientific views of the authors who dealt
with the issues of education digitalization and its ethical
aspects.

Research results. Digital transformation of the edu-
cational environment of universities involves the creation
of a qualitatively new model of a higher education institu-
tion that will meet the needs of modern society and the
digital economy. The concept of a “digital university” is
considered as an innovative model of a higher education
institution aimed at forming a single digital educational
environment that provides “accessible and continuous
education” and enables users to interact freely within the
digital environment, implementing the principle of contin-
uous and inclusive learning (Leiva et al., 2022; Komninos
et al., 2023).

Formation of a digital university, on the one hand, is
a prerequisite for the sustainable development of a higher
education institution, which allows it to adapt to the con-
ditions of a digital society. However, on the other hand,
the widespread use of digital technologies and artificial
intelligence tools in the learning process carries significant
ethical risks and challenges. A number of moral and ethical
dilemmas arise, including the problems of personal data
protection, digital inequality among students and teachers,
the risks of losing academic autonomy by teachers due to
excessive standardization of digital technologies, and the
ethical use of artificial intelligence in learning processes
and research.

The modern scientific literature emphasizes the rel-
evance of the phenomenon of a “digital university” in
the context of society's transition to a new digital stage of
development, which causes a profound transformation of
all spheres of life, including the higher education system
(Soroko et al., 2018). Scientists note that the emergence
and intensification of the development of digital universi-
ties are caused by several factors. First, the need to imple-
ment digital tools in higher education to modernize the
educational process (Sklyarenko et al., 2024). Second, a
significant increase in the role of digital technologies in
education has become especially relevant in the context
of hybridization of education, which has significantly
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changed approaches to the educational process (Bobro,
2024). In addition, modern universities are increasingly
declaring their identity as “digital” in an effort to meet the
demands of the global digital education market.

Thus, the digital university can be defined as an institu-
tion focused on the creation and development of integrated
digital services in the field of science and higher education,
covering all processes of university activity aimed at meet-
ing the needs of participants in the educational process. At
the same time, it provides a full digital cycle of creation,
processing, storage, search, and dissemination of educa-
tional and scientific information (Dushchenko, 2024).

These definitions reveal a digital university as an inno-
vative model of a higher education institution focused on
creating a single digital educational environment that will
ensure high quality and accessibility of higher education
through digital modernization of the learning process,
business processes, and IT infrastructure.

It should be noted that some researches interpret a
digital university as a digital analog of a traditional univer-
sity (Khomenko et al., 2024; Verina, Titko, 2019). How-
ever, while human resources are the central element of a
traditional university, digital technologies and artificial
intelligence play a key role in a digital university, creat-
ing new opportunities for organizing the learning process,
managing an educational institution, and allowing for the
transformation of the real educational environment into a
digital one.

A typical model of a digital university includes the fol-
lowing elements:

— a management system based on the analysis of
digital data;

— a set of digital educational resources and massive
open online courses hosted on international digital
educational platforms;

— the possibility of flexible adaptation of standard
educational and scientific programs according to individual
student requests and the needs of research in the real sector
of economy;

— ensuring the competencies of students and teachers
necessary to work in the digital economy: the ability to
operate with information, work in the digital environment,
protect intellectual property rights in the context of
digitalization of education and science.

In this regard, the following undeniable advantages of
a digital university over a traditional one can be identified:

— the possibility of continuous learning regardless of
space-time constraints according to individual needs and
characteristics of a student;

— the potential of digital technologies and artificial
intelligence  (interactivity,  visualization, adaptive
platforms, gamification, individualization, etc.), which
makes the educational process more effective and helps
to develop digital competencies necessary for future
professionals to successfully perform their professional
duties in a digital society;

— the flexibility and mobility of administrative and
management activity of the university, achieved through
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the automation and robotization of the educational process
of the higher education institution;

— the absence of barriers to cooperation and interaction
between  educational  organizations,  institutions,
government agencies, representatives of science and
education through the use of various elements of IT
infrastructure (digital platforms, online services, etc.),
which stimulates innovation, exchange of knowledge and
experience, promoting the development of education and
research.

As we can see, the purpose of forming a digital univer-
sity model is to provide for a comprehensive transforma-
tion of the educational environment aimed at improving
the quality of the learning process through the integration
of all its components into a single digital information sys-
tem. The digitalization of university education leads to a
revision of traditional managerial, didactic, and scientific
approaches, which in turn causes significant changes in the
system of values and normative guidelines of the institu-
tion. The transition from distance learning to the integrated
use of artificial intelligence and digital technologies cre-
ates new models of interaction between participants in the
educational process, affects the role statuses of teachers
and students, transforms the goals of university activity,
and lays the foundation for a new digital academic culture.

Thus, the process of forming a new university model
reveals a number of ethical issues and related risks, among
which the following areas can be distinguished:

1. The digital modernization of the educational process
contributes to its flexibility, accessibility, and efficiency,
but is accompanied by a number of cthical challenges.
Excessive accessibility of information can lead to knowl-
edge depreciation, and the implementation of digital tech-
nologies can lead to a shift in the role of a teacher, their
gradual replacement by algorithmic educational platforms,
and a decrease in the level of live communication between
a teacher and a student. The problems of digital etiquette
are manifested in the complexity of regulating communi-
cation processes in synchronous and asynchronous modes,
which can lead to violations of academic norms of inter-
action. In addition, the boundaries between personal and
professional space are blurred due to the constant integra-
tion of digital technologies into learning and work pro-
cesses. The impact of digitalization on the fulfillment of
a teacher's professional duty needs to be analyzed from
the point of view of moral responsibility, in particular in
the context of balancing the quality of education with the
requirements for scientometric indicators.

2. Also, one of the key risks of the digitalization of the
educational process, scientists note a decrease in its effec-
tiveness and an increase in the distance between partici-
pants (Kapruttok, 2019). This can lead to a decline in the
quality of education and negatively affect the future pro-
fessional activities of students. Transformation of knowl-
edge into information flows causes its fragmentation and
depreciation. The status of a teacher as a carrier of expert
knowledge is being devalued, which in turn undermines
the prestige of the profession in higher education insti-

tutions. There is a growing risk of a decline in the cul-
ture of communication and behavior, accompanied by a
devaluation of moral values, including the principles of
mutual respect, empathy, truthfulness, and justice. There
are trends towards deformation of personal identity, which
is expressed in the reduction of the individual to a “digi-
tal subject”, resulting in the erosion of traditional moral
norms and social foundations.

3. Digitalization of management processes at the uni-
versity creates new cthical dilemmas. The use of artifi-
cial intelligence and automated control systems deprives
scientific and educational activity of human-centrism.
Intelligent technologies that lack reflection, moral con-
sciousness, and autonomous ecthical assessment cannot
fully replace live interaction between teachers and stu-
dents. This threatens to destroy the academic community
and raises the problem of the reliability and objectivity of
assessing independently acquired knowledge by students.
Also, automated education management mechanisms can
limit the academic freedom of a teacher and the autonomy
of a university, reducing its mission to achieving digital
maturity and pragmatic learning (Lopuschnyak et al.,
2021). In this case, the university ceases to be a space for
cooperation between professor and student in the context
of knowledge development, which contradicts traditional
ideas about university education.

4. Among the fundamental risks of the university digi-
tal transformation is the destruction of the system of tradi-
tional ethical values and principles that define its mission
and functions. There is a dehumanization of education and
its instrumentalization, which leads to a decrease in the
quality of interaction between participants in the educa-
tional process, loss of critical thinking and analytical skills
among students, decreased motivation of teachers, inhi-
bition of creativity and innovation in learning activities.
The conditions of the digital environment can restrict the
rights and freedoms of a person as a subject of the edu-
cational process, which jeopardizes academic autonomy
and openness of education. Ultimately, the university digi-
talization blurs its image as a social institution aimed at
the harmonious development of the individual, the forma-
tion of culture and moral qualities necessary not only for
professional development but also for the development of
society as a whole.

5. Digital modernization of the university's IT infra-
structure actualizes the issues of privacy and security of
personal data. As the preservation of individual freedom in
the digital environment is directly related to the personal
data protection, questions arise about the limits of ethical
collection, storage, and use of information about students
and teachers. The university's digital infrastructure should
ensure equal access to education regardless of social sta-
tus, geographic location, and financial possibilities, but the
lack of quality digital services and qualified IT profession-
als can be a barrier to the implementation of inclusive edu-
cational technologies. In addition, the absence of a reliable
backup and preservation policy for digital content jeopar-
dizes the continuity of the learning process.
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Other key risks in this sphere include breaches of per-
sonal data confidentiality, misuse of personal information,
a growing digital divide between students, and unequal
access to educational resources. Some researchers suggest
that under such conditions, it is possible that the univer-
sity may be “erased” from the digital space as a result of
cyberattacks, technical failures, or IT infrastructure fail-
ure, which could cause significant damage to its reputa-
tion, financial losses, social isolation, and disrupt learning
and research processes (Kubiv et al., 2024; Bobro, 2024).

These risks show that the university digital transforma-
tion is accompanied not only by technological challenges
but also requires careful analysis from the perspective of
ethical aspects and humanistic guidelines of educational
activity. In this context, it is of particular importance to
understand the role of a teacher who becomes a central
figure in the implementation of digital innovations in the
learning process and whose effectiveness determines the
success of students' adaptation to the new conditions of
digital education.

Thus, the digital transformation of teaching activity
based on the use of digital technologies plays a key role
in improving the personal and professional qualities of a
teacher, developing the university's educational environ-
ment and, as a result, contributes to the overall progress
of digital education. However, the process of digital mod-
ernization of pedagogical practices is accompanied by a
number of difficulties and ethical dilemmas that can have
ambiguous consequences for both the teacher and the
higher education system as a whole.

One of the most important aspects is the changing
role of the teacher as a carrier and translator of knowl-
edge. In the digital educational environment, the teacher
loses the ability to directly contact students (with the
exception of hybrid learning formats), which leads to the
transformation of the knowledge transfer process into a
simple reproduction of text or multimedia information.
The traditional university discourse, in which learning
involved a joint search for truth, the development of criti-
cal thinking, and interpersonal interaction, is disappear-
ing. As a result, knowledge is increasingly being replaced
by digital content, which can negatively affect the overall
quality of education and change its cultural and ethical
foundations.

Moreover, digitalization changes the functional role of
the teacher, making them not only a pedagogue but also an
active moderator of the digital learning environment. In
modern conditions, they perform the following roles:

— tutor helps students to differentiate information,
analyze digital sources, and transform them into
knowledge;

— coach provides support and motivation to students in
the process of digital learning;

— verifier monitors attendance and assesses student
performance on online platforms and in hybrid learning
environments;

— facilitator promotes personal and professional
development of students through effective communication
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and the formation of their independence, initiative, and
teamwork skills;

— developer of educational content creates conditions
for the effective assimilation of knowledge, skills, and
abilities through digital technologies [1; 8].

The transition to such multifunctional roles requires
teachers not only to master digital competencies but also
to rethink their professional identity. This raises a number
of ethical issues, including the need to balance traditional
university values with the demands of digital education.
The main ethical challenges include:

1. Maintaining professional authority and status of a
teacher in the context of digital transformation.

2. Adaptation of methods and forms of teaching that
correspond to the new roles of the pedagogue without
losing the quality of education and ensuring the formation
of a holistic personality of a student.

3. Performing professional duties in the digital
environment in compliance with the principles of moral
responsibility, in particular when assessing and monitoring
the level of students' knowledge.

4. Maintaining the boundaries between the digital
educational space and the student's private sphere.

5. Ensuring the confidentiality of students' digital
footprints, responsible use of their personal data, and the
use of secure learning platforms.

The digital transformation of the teacher also
actualizes the issue of digital etiquette and culture of
behavior in the virtual learning environment. This applies
to both the general rules of communication during online
classes (requirements for appearance, organization of
workspace, use of video communication) and the specifics
of communication in digital environments (e-mail, chats,
messengers), where there is a need to regulate the style and
form of messages, the use of symbols, punctuation, and
other non-verbal elements of digital communication. In
addition, in the process of creating educational content and
organizing distance assessment (proctoring), the issue of
correct use of digital media and academic integrity arises.

The identified cthical issues of the teaching digital
transformation are accompanied by a number of risks that
affect both the quality of education and the role of the
teacher in a digital university. In particular:

— Decline in the quality of education due to the
restriction of live communication between the teacher and
students and the use of digital technologies that change
the classical model of education, turning the teacher into a
tutor or curator of the digital educational process.

— Reduction of teaching staff at universities, decrease
in the prestige and social status of the profession of
university teacher due to the gradual replacement of their
functions by digital technologies (artificial intelligence,
online courses, automated learning systems). According to
forecasts, the profession of a lecturer may lose its relevance,
and its representatives will remain in demand only if they
have unique knowledge or high communication skills.

— Degradation of traditional university values that
define teaching as a process not only of knowledge
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transfer but also of developing students' creative potential,
their intellectual and moral growth, and the teacher's self-
realization.

— Loss of the educational component in the digital
learning process, which causes a decrease in moral
standards in communication, loss of empathy, respect,
responsibility, and integrity, which in turn can lead to
dehumanization of both the educational environment and
society as a whole.

— Reputational risks related to the presentation of a
teacher in the digital space, including the dissemination
of low-quality educational content, inconsistency with
their professional image, as well as the possibility of
unintentional dissemination of false information that may
damage the reputation of individuals or the university as
a whole.

Therefore, the digital transformation of university
education, on the one hand, contributes to increasing its
accessibility, efficiency, and adaptability to the challenges
of modern society, and on the other hand, it creates a
number of ethical risks related to the preservation of
academic autonomy, digital inequality, data privacy, and
the changing role of the teacher. Of particular importance
is the question of balance between the use of digital
technologies and the preservation of traditional university
values, which requires deep scientific understanding.

Discussion. The conducted research has shown that
the university digital transformation, despite its potential
benefits, is accompanied by numerous ethical risks. The
results confirm the conclusions of previous studies by
L.A. Leiva et al. which emphasize that the implementation
of digital technologies and artificial intelligence can
significantly change the role of the teacher and student,
affecting the quality of learning and academic autonomy
[4]. Our research also confirms the conclusions of
S. Yahodzynskyi and B. Williamson that excessive
dependence on digital resources can lead to the devaluation
of knowledge, dehumanization of the educational process,
and threaten traditional moral and academic values [2; 3].

At the same time, the results obtained are scientifically
new in terms of a comprehensive analysis of ethical risks,
in particular with regard to digital inequality, personal
data protection, and the ethics of digital communication.
A comparative analysis with the researches of Ukrainian
and foreign authors, such as L.A. Leiva, B. Williamson,
S. Yahodzynskyi, shows that modern universities should
implement not only technical means of digitalization but
also develop special strategies aimed at ethical regulation
of the use of digital tools.

Therefore, to overcome the identified ethical risks, it
is necessary to develop and integrate specialized training
courses, such as “Ethics of artificial intelligence” or
“Digital etiquette in higher education”, which will help
to ensure a balance between technological innovation
and academic standards. This approach will preserve the
quality of the educational process and create conditions
for sustainable development of universities in the era of
digitalization.

Conclusions. The obtained research results confirm
that the university digitalization is a prerequisite for
improving the quality, accessibility, and adaptability of
education. At the same time, this process is accompanied
by numerous ethical risks related to the dehumanization of
education, the diminished role of the teacher, the violation
of personal data confidentiality, and digital inequality.

To minimize these risks, it is necessary to implement
systemic measures, among which the development of
ethical codes for the digital university, the creation of
courses on digital ethics, and regular improvement of
teachers' digital competencies are of particular importance.
Further research should focus on the development of
mechanisms for ethical regulation of universities in the
context of increasing digitalization.
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ETHYHI TPOBJIEMHU TA PU3BUKHN ®OPMYBAHHA
OU®POBOI'O YHIBEPCUTETY

Lugposa mpanchopmayis ynisepcumemcukoi 0cgimu € 00HIEI0 3 KIIOYOBUX MEHOEHYIll CYUACHO20 0CBIMHbO20 NPOCMOpY,
WO BIOKPUBAE HOBI MOJNCIUBOCTI 015t NIOBUWEHHS IKOCIE HABYATLHO2O NPOYECY, POWUPEHHS OOCHIYRY 00 OCEIMU MA PO3GUMKY
Yupposux komnemenyiti cnydenmis i gukiaoayie. Boonovac npoyec yupposizayii cynpoeoorcyemocs HUKOI0 eMUYHUX 6UKIUKIG,
108 A3AHUX I3 3A2PO3aMU AKA0eMIUHIl a8MOHOMITL, YUDPOBOIO HEPIGHICIIO, 3AXUCHIOM NEPCOHANHUX OAHUX, PUSUKAMU 8MPATU
MPAOUYIIHUX VHIBepCUMemMCbKUX YiHHOCMell 1 3MIHOI POl 8UKIA0AYd 6 HasyanbHomy npoyeci. L]i acnekmu nompedyoms
0emanbHo20 AHAI3y Ma po3pooKU eheKmusHUx Mexaniamis peyntoeanist. Memoio 00CiOIceHHs € AHANi3 eMUUHUX PUSUKIB, KT
cynposoodcyioms npoyec yughposoi mpanchopmayii ynisepcumemy, i BUSHAUEHHSL MONCIUBUX ULISIXIE IX MIHIMI3ayil 6 yMosax
yughposizayii euwoi ocgimu. Jlns 00csieHeHHs NOCMAsieHoi Memu GUKOPUCIAHO MemoOU CUCIEMHO20 MA NOPIGHSIbHOZ0
AHATIZY, WO OAN0 3MO2Y 6UOKPEMUIMU OCHOBHI emudHi 8UKIUKU Yupposoco yrisepcumemy. Teopemuunui ananiz aimepamypu
0onomie BUBHAUUMU KIIOY08I npodiemu yu@dposoi ocseimu, 30Kpema NUMAHHA aKAOeMiuHoi 000poyecHocmi, yugpogor
KOMYHIKayii, 8n1usy yugposux mexnonoeii Ha AKiCms 0Ceimu i emuxl UKOPUCIIAHHS WIMYYHO2O THIMEeNeKN) 68 HABYATbHOMY
npoyeci. Takosxc 3acmoco8ano memoou OnuUco8020 anaizy OliA Y3a2albHeHHA 0coOaUuUBoCcmell 6NU8Y YUPPOBUX MeXHON02il
Ha yHieepcumemcvke ocgimue cepedosuwye. Pesynomamu docniodcenns 3aceiouyoms, wo yugposui yrisepcumem, 6yoyuu
[HHOBAYIUHOIO MOOEIO OCBIMHLO20 NPOCMOPY, NOMPedye 30aNaHCO8AH020 NIOX00Y 00 BNPOBAONCEHHS YUPDPOBUX MEXHONOIM.
Ocobnusy ysazy ciio npudinumu RUMAHHAM 3aXUCHTY NEPCOHATILHUX OAHUX, 3a0e3neUeHHI0 aKa0eMiuHoi c80000U 6UKIAOAUI8
i cmyoenmis, emuyHOMY BUKOPUCMAHHIO WNIYYHO20 THMELEKmy 6 OC8IMHbOMY npoyeci. Jlna MIHIMI3ayil emuyHux pusuxie
3aNPONOHOBAHO BNPOBAONCEHHA CNEYiANi308AHUX HABYATILHUX KVPCI8 i3 YUPDPOBOT emuKu, NOCUIeHHS MeXAHI3MI8 Pe2yTI08aHHSA
BUKOPUCTNAHHA YUDPOBUX MEXHON02IU Y HABYATLHOMY Npoyeci ma po3pooKy emuyHUxX KooeKcie yugposozo yrisepcumemy.

Kniouosi cnosa: oioxcumanizayis, yugposuil ynisepcumen, yugposa emuxa, wmyyHull inmenekm, yugposizayis oceimu,
Yupposuil emuxem, 3axXuUcm NepPCOHAILHUX OAHUX.
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