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SIko rpaBerb, OOpaBIM MPaBUJIBHI JIBEPi, 3MIHUTH CBiil BUOIp — BiH HpOTpae, 1
HaBmaku. ToMy MOKHa CKa3aTH, 10 SKIIO HE 3MIHUTH BUOIp — BIpOTiaHICTh BUrpatu 1/3,
a Ko 3MiHATH — 2/3.

Lle nermie MOsICHUTH PO3IIISHYBIIU HACTYIHY TaOJIHIIO (BBAXKAETHCS, 110 TPABELb Y
Bcix 3 Bumaakax ooupae asepi Ne 1):

Jsepi | Isepi | Ilsepi Howmep :Z[Bepi, Pe3ynLTaT, Pesynbrar,
KOTPY BIIKpHUE | SIKILIO 3MIHUTHU SIKIIIO HE
No 1 Ne 2 Ne 3 . ) ) )
BEIYYUI BUOIp 3MIHUTH BUOIp
ABTO Koza Koza 2 abo 3 Koza ABTO
Ko3a ABTO Ko3a 3 ABTO Koza
Ko3a Ko3a ABTO 2 ABTO Koza

Ileit mapamokc [OEMOHCTPY€, IO Hallla I1HTYIlIsI MOXE TMOMIJISITUCS II0JI0
WMOBIPHOCTEM, 1 BHUKIMKAB OYpXJIMBI JHCKYCli, OCKUIBKM Oarato JroJeid, HaBITh
MaTE€MAaTHKIB, HE MOTJIM MOBIPUTH B MPABUIILHICTh LILOT'O PIIIEHHS.

PoGotra pemoHcTpye, 10 Teopiss HMOBIPHOCTEM — 1€ HE JMIIE CYKYHHICTh
abctpakTHUX (PopMyI, aje il MOTYKHUN THCTPYMEHT JUIs aHalli3y peajbHUX KUTTEBUX
cUTyalii. 3aBAsIKU BUKOPUCTAHHIO IPAKTUYHUX MPUKIIAJIB, TAKUX K I'pajbHI KapTH Ta
napagokc Monri I'ota, MokHA 3HAYHO MIBUINUTH 1HTEPEC YUHIB IO i€l JUCIUATIIIHH.
BaxxnnBo BpaxoByBaTH BIKOBI OCOOJMBOCTI HIKOJSIPIB, TPOMOHYIOYM iM 3aBIAHHS, SK1
BIJIMOBIAAIOTH IXHIM 1HTEpEcaM Ta PIBHIO PO3BUTKY.

EMULATION OF GAME SERVER LOGIC THROUGH DYNAMIC BINARY
MODULE LOADING
Strashnov V., Gunchenko Y.
Odesa I.I1. Mechnikov National University

Keywords: dynamic library, simulation,
engineering.

In the context of closed-source client-server games, an important task is the ability to
study and replicate their logic for the purposes of analysis, testing, or developing a
compatible server environment. This paper presents an approach to emulating game logic
implemented as a dynamic library (libg.so) by calling its internal functions from custom
code written in the Rust programming language.

reverse engineering, Rust, reverse-
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IDA - libg.s0 JUsers/vitalik/Downloads/ezyZip/lib/x86/libg.so

Na dabugger

|| ]

Library function il Regular function instruction [l Data Unexplored External symbol Lumina function

¥l Functions o e x X H 1DA

View-A o] Hex View-1 0} Local Types = Imports
OAD: 08000000 ;
Function name : o+ = = — — Sy

¥3 sub_S4E0F H muze; {IDA)

: S . Com>

¥l sub_54E1A . =

FA sub_S4E1D

¥l sub_54E28

¥l sub_54E2B

¥ nullsub_5

B sub_54E38

¥a nullsub_6

n sub_54£42 ; File Name i /Users/vitalik/Downloads/ezyZip/lib/x86/11ibg.s0

¥l sub_54E88 ; Format : ELF for Intel 386 (Shared object)

¥l sub_54EAG : ed Library ‘liblog.so’

¥l nullsub_7 : ry 'libGLESy2.so!

¥ sub_54EB2

¥4 nullsub_8 ; i
¥l sub_54EC6 : Needed Library 'libc.so’
o ub_ﬁdEED ; Needed Library 'libdl.so'
Hl sub_ ; Shared Name 'libg.so’

¥l sub_54F0C 2

¥l sub_s54aF16
¥ sub_54FSE
¥l sub_54r68
¥4 sub_54FBO

Line 17577 017877, /dLterate_phdr 20000000 00000600: LOAD:dword_0 (Synchronized with Hex View-1)

B output

FlUpaySLAIY Lype A as

Function argument i has been propagated
lumina: Signature d on failed with code: -2
The initial autoana as been finished.
Python

AU: idle Down Disk: 364GB

The game we’ve been exploring here is implemented as an Android application, with
its logic partially or entirely located in a .so file—a native library likely compiled from C
or C++. The contents of the .so file were analyzed using the IDA Pro disassembler (as
shown in the figure), which made it possible to identify key functions responsible for
calculating game state and generating packets sent to the server. The analysis revealed
that the game uses a “mirror server” model—meaning the entire game logic is repeated
on the server side, while the client only sends checksums of the game state.

) fn get_module_base(shared_object_name: &str) -> Option<usize> {
t path = "/ ;
file = F en(pat
let reader = io::BufReader::new(file);

for line in reader.lines() {
let line = line.ok()?;
if line.contains(shared_cbject_name) {
let address_str = line.split_whitespace().next().unwrap_or("");

let address = usize::from_str_radix(&address_str.split('-').next().unwrap_or(""), 16)
.ok()7?;
return Some(address);

None

To simulate the server side, a library named libserver.so was created, which is loaded
alongside libg.so. The load address of libg.so is read via the /proc/self/maps filesystem.
Using the relative function offsets obtained from IDA Pro, the absolute addresses of the
functions are calculated and invoked from Rust using FFI (Foreign Function Interface).
278



Inghopmamuxa, inpopmayitini cucmemu ma mexrHonozii

Before calling each function, the necessary memory is allocated using malloc, and
then filled with the required values—determined based on disassembly analysis. After
invoking a function, its result is passed to the next one, forming a complete chain of game
logic execution. In this way, a server logic simulator has been implemented that functions
as a "black box": it does not require understanding of the internal game logic but replicates
its behavior through direct function calls to the original .so file.

A key advantage of this approach is the ability to precisely replicate the game logic even
without access to the original source code. However, it should be noted that this method
depends on the stability of function addresses, which may change with game updates or
changes in the compilation architecture.

Clash v8 server isn't responding

X Close app

-
Q) Wait

The figure shows the server structure running the game through NOX to emulate
libg.so. One can observe how the server receives and processes requests from the client.

The developed approach can be useful for creating tools to analyze game behavior,
study protection mechanisms, build standalone servers or bots, as well as for testing game
logic without connecting to the original server.
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