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CIVIL SECURITY IN THE CONTEXT OF DISINFORMATION AND
PROTECTING AGAINST SOCIAL RISKS AND STRENGTHENING THE
RESILIENCE OF SOCIETY

In today's society, human security includes not only physical protection, but
also protection from information threats, such as disinformation and manipulation
of public opinion. These have become critically important in the information society,
where news, social media, and Internet resources are becoming the main sources of
information for millions of people.

So what is disinformation? According to the Cambridge Dictionary,
disinformation is false information disseminated with the intention of misleading
people [3]. Representatives of the UN, the OSCE and other organizations
emphasized in the Joint Declaration that disinformation is primarily aimed at
distorting or providing deliberately false, provocative information, disseminating it
as true in order to mislead the public, political opponents, competitors. In a report
dated April 13, 2021, the UN Special Rapporteur on the promotion and protection
of freedom of opinion and expression summarized that disinformation is “false
information deliberately disseminated with the intent to cause serious social harm.”
Disinformation is aimed at providing economic benefits to the disseminator, as
stated in the EU Code of Practice on Countering Disinformation [4].

In 2023, the Internet is the most popular source of information in Ukraine.
According to the survey, 62% of participants receive information from social media
and 48% from news sites. Disinformation can be easily spread on social media due
to the lack of editorial control, freedom of publication for any user, and the ability
to quickly create and disseminate information for free. Internet users can easily
spread viral content, which leads to widespread distribution on many sites. As a
result, social networks have gained immense popularity today, as anyone can create
content there [4].

How to identify disinformation on the Internet:

1) Verify the source of the information - look for reputable news agencies,
experts you can trust, or official resources that provide accurate and factual
information. By making sure that the source is credible, you can be more confident
in the accuracy of the information you receive.

2) Check for consistency and confirmation of information - disinformation
usually contains inconsistencies, discrepancies, or contradictory details. If the
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information seems suspicious, it is advisable to find additional sources to confirm
its accuracy.

3) Report and counteract disinformation on the platform where it is spread.
Facebook, Google, and Twitter have their own systems that allow readers to report
false information. It is important to report and debunk disinformation on the
platform(s) where it was originally spread. This way, you can better reach the
audience that was misinformed.

4) Be sure to read beyond the headline before sharing the news. Think about
whether the story sounds unrealistic or too good to be true. A good story contains a
lot of facts, conveyed by quotes from experts, official statistics or survey data. It
may also include eyewitness accounts.

5) Determine if it is a joke. Satirical sites often make viral stories for fun.

In Ukraine, there is currently a lack of systematic research on the methods of
activity of political or public figures from foreign countries in the field of
information and media warfare, which involves the use of media centers and public
organizations. It is worth highlighting substantial scientific and analytical studies of
the problems of counteracting external threats to Ukraine in the information field in
the military, political, and information spheres by scientists of the National Institute
for Strategic Studies under the President of Ukraine, experts in the field of
information security of the non-governmental project “Information Resistance”.
Among the Western sources, the study “Winning the Information War: Techniques
and Counter-Strategies in Russian Propaganda” by Edward Lucas, Senior Vice
President of CEPA (Center for European Policy Analysis) and Peter Pomerantsev,
Senior Research Fellow at Legatum Institute [2].

The mechanisms of disinformation include:

1) Automated accounts (bots) spread false information at high speed,
increasing its reach. Social networks are becoming the main battlefield for public
opinion, where fake news often spreads faster than true news.

2) Disinformation often aims to trigger an emotional response, such as fear or
anger, which increases its impact and makes people more susceptible to
manipulation.

3) Using fake videos, photos, and fabricated news makes information more
convincing, making it harder to recognize as false.

To protect yourself from disinformation, the following points should be
followed. First, one of the key ways to counter disinformation is to educate citizens
to critically analyze information. This includes understanding how to verify sources,
recognize manipulation, and distinguish facts from opinions. Secondly, governments
should implement regulatory measures against social platforms used to spread
disinformation. This includes requirements for transparency of algorithms, labeling
of false content, and sanctions against violators. Third, the development of
independent fact-checking platforms can help society distinguish between true and
fake information. It is important that these platforms are accessible and widely used.
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Finally, the introduction of laws criminalizing the deliberate dissemination of
disinformation can be an important tool in the fight against manipulation. However,
these measures should be balanced so as not to restrict freedom of speech [1].

Therefore, disinformation and manipulation of public opinion are serious
threats to human security and society as a whole. To effectively combat these issues,
a comprehensive approach is needed, including education, regulation of the media
space, and strengthening of democratic institutions. Protecting against
disinformation not only contributes to the security of individual citizens, but also
supports the stability and inclusiveness of society by strengthening social capital and
trust in institutions.
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IICUXOJIOI'TYHA BPA3JIMBICTH HOJIOBIKIB Y KPU3I
CEPEJHBOT O BIKY B KOHTEKCTI BIMHA

BiiicekoBi aii Ha Teputopii YKpaiHM HecyTh TII00anbHI pyHHYBaHHS, SIKi
CTOCYIOTBCS BCiX ACIEKTIB JKUTTS CYCHIbCTBA, 30KpeMa i MCUXOJIOTIYHOTO CTaHy
monei. Bin mouaTky i notenep BIHCHKOBI A1l B ICHXOJIOTTYHOMY IJIaH1 POBOKYIOTh
JI0JTaTKOB1 Ta MIMOOKI MEPeKUBAHHS, CTPAX 3a KUTTS, BTpATy MaTepiaabHUX Oar,
HEBH3HAYCHICTh MaWOyTHHOTO. 3a TakuX OOCTaBHUH OCOOJIMBA BiANOBIIAIBHICTH
JsITa€ Ha YOJIOBIKIB CEPENHBOTO BIKY, K OOPOHSTH CBOi ciM’1 Ta nepxkaBy. OmHaK,
MICUXOJIOTIYHUN CTaH YOJIOBIKIB CEPEAHBOTO BIKYy IMe ¥ YCKIAQTHIOETHCS
MEePEeKUBAHHSIM KpPU3HM CEepeIHBOTO BiKy. Kpmsa cepemHbOro BiKy € CTPECOBHM
dakTopoM, a BOEHHI i1 3HAYHO MiBUNTYIOTh TICUXOJIOTTYHY BPa3IMBICTh YOJIOBIKIB.
OTxe, MOCTKEHHS TICUXOJOTIYHOTO BIUIMBY BIMHM Ha YOJOBIKIB B KpH3i
CEpPEeIHhOTO BIKY € BAXXJIMBUM aCTIEKTOM B MUTAHHI 3aXUCTY JIFOJEH BiJl COIllabHO-
MICUXOJIOTTYHUX PU3UKIB, 1[0 € YACTUHOIO OE3MEKH JIOJICH.
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